Al Regulation

(When would you do it? - Waiting for a catastrophe to happen?)
From #TheTol and #TheET, Sept. 16 and 17 2025

| Al tools should be efficient and effective

N U ETRENDS assistants rather than unsupervised decision-

makers, experts tell Tanya Pandey

Al Deployment Needs
Strong Checks, Mate!

vulnerabilitiesbeginwithdataitself, els, clear policies and controls, and
said Anushree Verma, senior direc-  enabling oversight technologies are

s enterprises race ahead
with Al adoption and the

state intensifies its Al-led  toranalyst, Gartner. the three pillars upon which effective
governance push, the main “It is dangerous for enterprises Al governance must be built.
uestion isnolongerwheth-  adopting Alatscaleif notimplement-  Furthermore, she highlighted the in-

er Alshould bedeployed, but whether
the guardrails are strong enough to
prevent systemic harm. With banks,
corporations and public services re-
lying heavily on algorithms, experts
warn that blind trust in Al could lead
todistorted judgment, expose vulner-
abilities and create significant risks
in theabsence of clear oversight.
Take the case of cybersecurity The
real risk in this area is analysts be-
ccoming overly dependent on Al tools,
said Huzefa Motiwala, senior direc-

ed with the right measures and
guardrails,” she said. “If the data is
biased, not engineered, and prevent-
ed from bad actors, it is ‘garbage in,
garbageout”.”

She emphasised that operatingmod-

creasing importance of Al TRiISM
(trust, risk, and security manage-
ment) methods, which offer enter-
prises insight into the application of
Alandensure decisionsare inaccord-
ance with their corporate objectives
and legal demands.

However, without regulatory back-
ing, organisational governance can-
notdomuch.

Subimal Bhattacharjee, policy advi-
sor to enterprises and government,
flagged broader risks.

tor, Technical Solutions, India and “The key risks include algorithmic
Saarc, Palo Alto Networks. bias affecting citizen access to servic-

“Suppose we accept machine output es, lack of transparency inautomated
at face value,” he said. “In that case, decision-making, potential for Al sys-

wemiss the bigger picture, and that's
where mistakes happen.” a
Criminals are probing weaknesses
through prompt injection, data ma-
nipulation and flooding systems
with noise. According to
Motiwala, it's essential to test A
systems in challenging situa-
tions, conduct mock attacks to

tems to perpetuate inequalities, and

India currently hns no AI -specific
law and relies on the provisions of
the IT Amendment Act 2008. India
currently lacks an estimated im-
plementation plan for compre-
hensive Al regulation. As Al

Regulation has to keep pace
with Al adoption: Sitharaman

Times News NETWORK gulation has to “India is a country which

run the race can understand the implica-

New Delhi: Finance minister equally as tionof agood which comes our
Nirmala Sitharaman said on Y much as the way although a good is never
Monday that regulation has to technology is unmitigated, a good is never
keep pace with the adoption of running it. If  without riders, a good is neve-
Al “Artificial intelligence is thetechnology r—onitsown—good, itisforus

not static. It is a rapidly pro-
gressing, realtime dynamic
thing. Therefore, all of us will
have to be conscious that we
don’t sit back on the ethics,”

is on a sprint, the regulation
hastobeonthesprinttoo,” said
Sitharaman,adding that Alnot
only poses a challenge for jobs
but also how the technology

alltouse insuch a way that it is
for the common good,” she sa-
id, indicating the need to pre-
vent the misuse of such tech-
nologies. “I think Al is somet-

Sitharaman said at the launch ~ can be used for “not so better- hing which we should know to
of govtthinktank Niti Aayog’s ment” of society. She said that keep well under our reins and
reporttitled “Alfor ViksitBha- Al should be “kept under our  serve for the common good.”

rat: The Opportunity for Acce-
lerated Economic Growth.”
“Weneed to be clear that re-

Al Must Grow Responsibly,
Not Be Stifled: Sitharaman

reins” for the common good.

Need Regulations for Al Tools

Arm CEO Rene Haas puts the need for Al regulations on par with nuclear disarmament
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We shall do it, we are doing it — This is
what I have been hearing from the
Minister of Electronics and Information
Technology (MeitY) and now from the
Finance Minister about regulating Al.
But the question is, when? Its risks are
quite obvious and at the same time, the
Al companies are showing utopia to the
public. Name any electronic device or
any App, it is touted as Al empowered.
Most of the public generally gets

impressed by “AI” written on any
product without clearly understanding
what it means to them. All persons
familiar with the working of Al in its
present state of development is not free
from risk. ChatGPT clearly depicts a
disclaimer that it can make a mistake.
In fact, I as a user have seen it making
Al a mistake. Once I asked a question
which perhaps was complicated or
perhaps my prompt was not as good as



it should have been, Al got confused,
and 1t kept repeating the same thing. I
have tried almost all the models which
1s are presently available to public.
None is perfect.

Recently, there were two disturbing
news about Al. A boy took advice from
Al and committed suicide. Now the
matter is in the court. Similarly, in
another case, a person made his medical
condition worse by acting on the
information provided by Al. Sometime
back a lawyer was in trouble in USA
because of injudicious use of Al
Governments all over the world are
acting stupidly by allowing it to happen
when almost all professions are
regulated by law. You need to be
qualified and need a licence to
undertake professional practice but Al
is doing it unchecked.

In the previous centuries, whenever
there was any risky innovation,
Government stepped in to regulate it.

Take for example, aircraft, railways,
vehicle, all re regulated
activities. Even  for  producing
electricity by any mode, thermal, hydro

motor

or nuclear, you need to wundergo
regulatory compliance. Why this is not
being done for Al is a million dollar
question. It is a common law principle
that every utility can be regulated by
law for the benefit of public.

At least one model of Al regulation —
the EU model — is available for
guidance, and Government can take it
as a starting point.

The Information Technology law has
worked in India for about 25 years. It is
a patchy work. All digital technologies
have to be dealt with comprehensively
in a single framework covering, law
and order, governance, public welfare,
consumer protection, product liability,
etc. The earlier the Government starts
the better it is.
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