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Retailers can’t ask for

your phone no. aloud

Seeking Verbal Disclosure Will Breach Data
Laws, Businesses Must Rethink Info Use

SAFEGUARDING PERSONAL DATA

Mayur.
atimesofindia.com

Mumbai: Enterprise retai-
lers may soon find themsel-
ves in breach of India’s new
data-protection regime. At
present, many ask shoppers
to recite mobile numbers at
billing cocounters to enrol
them in loyalty schemes or
send digital receipts. Tho-
uszh customers may con-
sent, the act of speaking
such details aloud in & pub-
lic setting exposes personal
data, falling foul of the law’'s
requirement that firms put
reasonable safeguards in
place for data collection.
Rules under the new Di-
zital Personal Data Protec-
tion Act will reguire busi-
nesses to rethink how they
collect and handle customer
information such as mobile
numbers which they use as
identifiers. This could dis-
rupt conventional loyalty
syvstems that rely on mobile
numbers as identifiers.
“Small process tweaks,
such as replacing oral dis-
closure of mobile numbers
with keyvpad entry, can sig-
nificantly improve privacy
safeguards. The law manda-
tes that customers must be
told why their data is collec-
ted, how long it will be sto-
red, and when it will be dele-
ted. Implied consent will no
longer be valid — every con-
sentmust be explicit,"said S
Chandrasekhar, head of di-
Zital and cyber practice at
K&S Partners an intellectu-
al property law firm.
Businesses will also be
barred from denyving servi-
ces if a customer refuses to

to share the reason

if customer

> Businesses can't deny a service
doesn’'t share number !
unless it is integral to the service |

share a mobile number, un-
lessitisintegral tothe servi-
ce, such as mobile top-ups or
Digi Yatra. Retailers will ha-
ve to offer alternatives like
email receipts or physical
copies. Even visitor entry
svstems will need clear dis-
closures on the purpose of
collecting numbers and as-
surances that data will not
be reused orsold.

“The broader intent is
not to disrupt business but
to enforce accountability,
ensuring data is used only
for the stated purpoase and
then deleted,.” said Chand-
rasekhar He added that this
brings India inline with glo-
bal mnorms such as the
GDPR., reflecting the zgZro-
wing importance of perso-
nal data as a resource aro-
und which many large busi-
nesses are buile,

While enterprise retail
are the ones that are wor-
kKing on dealing with the
new law, the rules will also
apply to wvisitor managze-
ment systems, and housing

societies that routinely col-
lect numbers. This new laws
will compel them to adopt
system-driven methods.

The Digital Personal Da-
ta Protection (DPDP) Act,
2023 is the cornerstone le-
gislation for data privacy
while allowing responsible
and lawful processing by or-
ganisationsand the state. As
of Aug 2025, the ministry of
electronics and IT has relea-
sed the draft DPDP Rules,
2025 o facilitate operationa-
lisation of the Act.

Personal data such as
phone numbers may be reta-
ined only for the duration
necessary to serve the origi-
nal purpose, for up to three
years from the last user in-
teraction, or as otherwise
provided in the rules. Once
the purpose is met or con-
sent is withdrawn, the data
must be deleted. Organisa-
tionsarealsoobliged toimp-
lement safeguards to pre-
vent unauthorised collec-
tion, use, or leakage of con-
sumer numbers.

Yes, business establishments do ask

Indians!!

our contact details while making
purchases. So do the e-commerce
websites. We Indians are so frank
that we loudly make announcement

persons,

of our mobile phone number so that
not only the person sitting at billing
counter but even the persons around
us can note down the information if

2023.

they so desire! No secrecy, we are

We are open hearted

that is our culture. We
generally do not doubt others.

We need to change our habits
consistently with the DPDP Act,
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Once the law is put into operation,
the business establishments will
have to put up notices regarding the
personal information they collect
from customers, the purpose for
which they collect information, and
the duration they would keep this
information. One obvious reason is
to maintain long-term relationship
with customers. We as consumers
often receive promotional offers
from business establishments where
we have given our contact details.
These contacts details precisely
identify the customer and are also
helpful in consumer dispute if it
arises at a later stage. It is yet to be
seen, up to what extent business
establishments would be able to
anonymise the information if they
wish  to
relationship with the customers.

maintain  long-term

The DPDP Act is at infancy stage.
Its interaction with consumer
protection legislation, taxation laws,
sale of medicines over the counter,
etc. will gradually shape up the
actual practice which both business
establishments and customers have
to follow. But certainly, both sides

have to mend their ways.
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